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1. The Era of Hardware-in-the-Loop for Radar and Electronic Warfare 
1.1 The Operational Challenge: The Evolving Electromagnetic Battlespace 

The modern electromagnetic battlespace is characterized by the increasing 
convergence of radar sensing and electronic warfare capabilities. The proliferation 
of low-cost multi-function Active Electronically Scanned Arrays (AESA), software-
defined radio frequency (RF) systems, and cognitive electronic warfare (EW) 
frameworks contending with legacy and cutting-edge threats, such as drone 
swarms and hypersonic vectors, has turned the spectrum into a hyper-saturated, 
hyper-contested domain where legacy and adaptive systems collide. 

In this scenario, electromagnetic superiority is a primary prerequisite for 
operational readiness and mission survivability. Therefore, for defence 
procurement agencies and system integrators, validating the resilience of radar 
sensors through advanced Electronic Counter-Counter Measures (ECCM) as well 
as EW countermeasure suites against both legacy and emerging threats (such as 
new generation RF seekers) represents a critical technical challenge. This 
validation directly impacts frontline effectiveness and platform survivability—
whether airborne or naval—in high-intensity conflicts. 

1.2 The Programmatic Bottleneck: Cost, Risk, and Time-to-Market 

Historically, the verification and validation (V&V) of radar and EW assets have 
relied heavily on live-testing paradigms, such as open-air ranges, flight campaigns, 
or naval sea trials. While live field trials are inherently representative by definition, 
they have evolved into a major programmatic bottleneck. The costs of flight hours 
and range logistics have grown exponentially, while the organization of such trials 
remains highly complex, requiring the synchronization of multiple operational 
assets, range availability, and specific environmental conditions. Consequently, 
the operational scenarios that can be practically executed are strictly limited. 

To further complicate matters, achieving true threat representation in open-air 
ranges often dictates the “sensitive acquisition” and instrumentation of actual 
adversary systems. While testing against real foreign material provides 
undeniable ground truth, the logistical and financial consequences are 
substantial. Furthermore, reverse-engineering them, maintaining them without 
original manufacturer support, and instrumenting them for range integration 
drive costs to prohibitive levels. This operational rigidity directly collides with 
modern defence procurement. Major defence programs are subject to intense 
programmatic pressure, where the necessity to align with strategic milestones and 
national fiscal cycles severely compresses validation timelines. This creates a 
critical tension between schedule adherence and the exhaustive testing required 
for complex systems. 

Faced with these limitations, traditional offline Modeling and Simulation (M&S) 
tools — typically non-real-time, general-purpose scientific computing 
environments — provide value only during a very early conceptual phase or 
algorithmic prototyping (in the preliminary research phase, essentially). Being 
non-real-time and detached from physical hardware, they cannot capture the 
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temporal dynamics, hardware latencies, or RF non-linearities that determine real-
world system behavior.1 

However, for mission-level certification — where the complete signal chain, from 
antenna to processor, must be verified under representative operational stresses 
— only full Radio Frequency (RF) closure provided by RF Hardware-in-the-Loop 
(HWIL) architectures is required. Operating at the RF layer guarantees that every 
element of the chain (LNAs, mixers, filters, ADC/DAC, and digital processing) is 
exercised together, including their non-ideal interactions and real-time latencies. 

Therefore, while intermediate real-time methods have their place in the V&V 
workflow, the final qualification of a fieldable radar or EW system demands RF 
HWIL. It is precisely within this advanced framework that a more sustainable 
approach to adversarial assessment emerges: threat emulation. Once an 
adversary system is understood using intercepted signals and technical field 
reports, replicating the relevant operational behaviour within an HWIL 
architecture is a complex but entirely manageable engineering task. This 
successfully removes the physical and logistical burden of procuring foreign 
assets, while maintaining a high degree of fidelity. 

1.3  Strategic Validation Mapping: From Needs to Solutions 

To select the appropriate HWIL architecture, organizations must align their 
specific validation needs with the technical requirements of the System Under 
Test. The following map outlines the decision-making framework that connects 
operational challenges to ELDES HWIL solutions (see Fig. 1): 

• Radar Dominance (E-RES): Focused on sensor precision, tracking 
accuracy, and target edge-case performance in complex environment. This 
system generates a high-fidelity radar environment in real RF frequency—
including multi-scatter targets, clutter, decoy, chaff, and ECM techniques 
—leveraging state-of-the-art DRFM technology for highly accurate 
laboratory or hybrid field testing. 
 

• EW Effectiveness (E-PRS): Testing self-protection suites and platform 
vulnerabilities against adaptive waveforms and programmable threats. It 
serves as a multi-channel hardware-in-the-loop radar simulator capable of 
emulating a wide range of surface radar, airborne radar, and RF seeker, 
utilizing a real radar digital receiver to validate the SUT's ECM 
effectiveness while analyzing the simulated threat's ECCM reactions.  
 

• Mission-Specific Trials (E-PSS Poseidon): Dynamic seeker emulation for 
ASMD (Anti-Ship Missile Defence) verification. The system emulates anti-
ship missile threats in a closed-loop approach, and is configurable either 
as a mobile shore-based installation or as an airborne avionic POD version 
designed to mimic realistic missile flight profiles and attack trajectories. 

 
1 That said, a spectrum of more capable real-time simulation methods exists (a topic to be explored in subsequent white 
papers). These include dedicated processor-based real-time M&S for testing at baseband that work in real time with 
I&Q signals but without RF closure. These approaches are highly effective for subsystem validation and early integration. 
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Fig. 1 ”From Market Needs to Solutions: the ELDES way” 

 

Key takeaways    

▪ The convergence of AESA, software-defined RF, and cognitive EW has turned the electromagnetic 
spectrum into a hyper-contested domain where mission survivability depends directly on validation 
quality. 

▪ Compressed timelines in modern defence procurement create a critical tension between meeting 
strategic milestones and ensuring comprehensive system validation. 

▪ Selecting the right HWIL architecture requires mapping the specific validation need to the SUT: radar 
dominance (E-RES), EW effectiveness (E-PRS), or mission-specific seeker emulation (E-PSS Poseidon). 
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2. Why Traditional Validation Models Are Reaching Their Limit 
2.1  The Live-Testing Dilemma 

The cost of open-air flight testing has reached levels that are increasingly difficult 
to sustain within modern defence budgets. To quantify this dilemma, consider a 
standard three-week validation campaign involving high-end multi-role aircraft. 

• Flight Schedule: 15 working days, with a morning sortie (3 hours) and an 
afternoon sortie (3 hours) daily. 

• Total Flight Hours: 90 hours. 
• Estimated Operational Cost: With an average cost per flight hour estimated at 

€55,000 (inclusive of fuel, maintenance, and logistics), flight costs alone total 
€4,950,000. 

• Support Personnel & Range Fees: Mobilizing two complete flight teams, ground 
crews, specialized engineers, and range controllers, combined with range rental 
fees, adds approximately €1,500,000. 

• Total Campaign Estimate: Exceeding €6,450,000. 

This €6.4M expenditure covers only a three-week window with limited 
repeatability. In contrast, an RF HWIL framework allows for continuous, 24/7 
testing cycles at a fraction of the hourly operational cost, while delivering a level 
of scenario density and repeatability that live environments cannot match. 

A similar dilemma emerges in naval validation campaigns. When the System 
Under Test is integrated on board a new-generation frigate-class unit, live 
verification no longer depends only on sortie hours, but on the availability of a 
major surface combatant, embarked crews, instrumentation teams, support 
assets, and suitable sea-range windows. In such cases, the cost of mobilizing the 
platform is matched by the organizational burden of coordinating ship schedules, 
mission readiness, safety constraints, and range conditions, while the number of 
representative runs that can be executed remains inherently limited. 

However, a deeper shift in T&E philosophy has made the situation even more 
critical. In the past, it was common practice to conduct dedicated Test & 
Evaluation (T&E) campaigns even after system delivery to the armed forces — 
both for regression testing and for operational qualification updates. Today, live 
testing is almost exclusively confined to the contractual acceptance phase, often 
severely limited in scope (which, to be fair, private industry welcomes as it 
reduces the risk of program failure). 

Moreover, once the sensor enters its operational life on the platform, live testing 
is rarely performed unless it can be conducted in parallel with training evolutions 
— essentially, "if time remains or if it can be done in parallel with operational 
activity, fine." This approach is no longer sustainable, especially in the current 
threat scenario where mission systems must always be “war ready” and, as 
defence and electronic warfare engineers, our ethical mandate is clear: we must 
deliver nothing less than absolute reliability, because the platforms we are tasked 
to protect are carrying our servicemen and women. 
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So, whether the campaign is centered on a multi-role aircraft or on a high-value 
naval platform, the structural limitation is the same: scarce operational assets are 
consumed to perform activities that should ideally be repeated, parameterized, 
and de-risked much earlier within a controlled validation environment. The 
erosion of dedicated post-acceptance T&E only reinforces the case for shifting the 
center of gravity of validation from the open range to the RF HWIL laboratory.   

It is vital to emphasize that HWIL does not seek to eliminate live flight testing—
the situational awareness of our pilots and the ultimate ground truth of the open-
air environment remain irreplaceable. Instead, HWIL acts as a force multiplier. By 
absorbing the bulk of iterative troubleshooting in the lab, it can significantly 
reduce the number of live flight hours required for system validation. This 
ensures that when our aviators do take to the skies, their invaluable time—and 
the associated operational risks—are dedicated exclusively to high-yield, complex 
tactical validations rather than basic system debugging. 

 

2.2 Bridging the Fidelity Gap in Secure Validation Environments 

As anticipated in Section 1.2, the limitations of conventional validation are not 
only programmatic. They also reflect a more fundamental fidelity gap between 
software-domain assessment and the behavior of the complete RF hardware 
chain under operational conditions. Offline Modeling and Simulation (M&S) 
environments remain valuable in early design and algorithm development, but 
they cannot fully reproduce the interactions that emerge once real hardware, 
timing constraints, and RF effects are brought into the loop. Latency, front-end 
non-linearities, thermal drift, saturation phenomena, and cross-chain timing 
dependencies are often simplified, approximated, or excluded altogether, 
creating a structural gap between simulated performance and system behavior 
in representative conditions. 

Open-air trials address part of this realism requirement, but they introduce a 
different set of constraints: limited repeatability, restricted control of the 
electromagnetic environment, and the potential exposure of sensitive 
waveforms, tactics, and system responses. For mission-level validation, the 
objective is therefore not simply to choose between simulation and field testing, 
but to combine the realism of the former with the control and protection required 
by the latter. Secure RF HWIL environments bridge this gap by enabling 
representative closed-loop interaction with the real hardware while preserving 
deterministic execution, scenario control, and operational security within the 
laboratory. 

Furthermore, when equipped with dedicated antenna array assemblies, these 
secure RF HWIL architectures can transition from the laboratory directly to open-
air environments or flight lines, enabling radiated, free-space testing against fully 
integrated platforms while maintaining total control over the simulated scenario. 
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Key takeaways 

▪ The financial and logistical burden of open-air testing has grown to a level that structurally conflicts 
with modern defence program schedules and fiscal constraints. 

▪ Offline M&S tools cannot reproduce hardware latencies, RF non-linearities, or real-time timing 
dependencies — creating a fundamental fidelity gap that only RF closure can bridge.  

▪ The erosion of post-acceptance T&E means mission systems are rarely re-validated after delivery; RF 
HWIL is the only scalable answer to keeping them genuinely “war ready” throughout their operational 
life. 

3. HWIL as a Strategic Validation Layer 
3.1 Specialized Architectures for Radar and Electronic Warfare 

While the strategic value of HWIL validation is universal, technical execution 
requires specialized architectures tailored to the specific signal processing 
requirements of the SUT. A mature validation framework must provide high-
fidelity RF synthesis through purpose-built platforms that address the distinct 
complexities of the radar and electronic warfare domains. This specialization is 
realized through two core architectures: 

• Radar Validation Architectures: Optimized for the synthesis of high-
resolution, phase-coherent signals. These systems generate realistic 
environmental clutter, decoys, chaff, and hostile jamming, while 
simultaneously emulating complex multi-scatter targets. By replicating the 
exact physics of a radar return—incorporating Swerling fluctuation models, 
multipath propagation, rotor-blade modulation, and Jet Engine Modulation 
(JEM)—they ensure that detection and tracking algorithms are tested against 
authentic electromagnetic feedback. 
 

• Electronic Warfare Validation Architectures: Moving beyond generic signal 
generators, these platforms emulate specific, fully programmable radar 
threats with comprehensive Transmit (Tx) and Receive (Rx) capabilities. They 
accurately replicate the complex, real-world ECCM (Electronic Counter-
Countermeasures) logic and operational waveforms employed by modern 
sensors. This high-fidelity emulation is essential to validate the ESM/ECM 
response logic of self-protection suites against a truly reactive and intelligent 
adversary. 

3.2 The Architectural Bridge: Positioning HWIL in the V&V Cycle 

HWIL sits at the critical center of the Systems Engineering ”V-model,” serving as 
the indispensable transition point where software algorithms meet physical 
operational hardware. By providing a ”virtual range” in a controlled laboratory 
environment, HWIL functions as the ultimate architectural bridge. It allows for 
thousands of exhaustive test runs to be executed before an aircraft ever leaves 
the hangar or a vessel sets sail. This shift in the validation paradigm ensures that 
live testing phases are reserved for final mission confirmation, rather than 
primary system debugging, effectively de-risking the entire acquisition lifecycle. 
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Technical Description of the Workflows: 

 

Radar Testing: The RF Environment Simulator, such as E-RES, ingests the actual radar 
transmission from the radar. In real time, it calculates and injects stimuli that 
represent targets (including multiscatter RCS models), coherent and non-coherent 
jamming, decoy, chaff clouds, and clutter. This forces the radar’s tracking and ECCM 
algorithms to resolve the ”true” target within a complex, coherent RF scene.  

 

 

EW Testing: The radar emulator, such as E-PRS or E-PSS, initiates the engagement by 
injecting emulated waveforms that replicate specific radar threats, including real -
world ECCM capabilities. The EW system reacts by deploying electronic 
countermeasures (ECM). The feedback loop captures this ECM emission, allowing the 
emulated radar to dynamically adapt the threat’s behavior—effectively simulating a 
high-stakes 'electronic duel'. 
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Key takeaways 

▪ Radar and EW validation demand architecturally distinct HWIL platforms: radar systems require phase-
coherent environment synthesis; EW systems require fully programmable, reactive threat emulation 
with real ECCM logic. 

▪ RF HWIL sits at the center of the V-model, acting as the architectural bridge between software 
algorithm development and live operational confirmation — the point where hardware, firmware, and 
RF physics are exercised together for the first time.  

▪ Secure RF HWIL environments combine the realism of open-air testing with the determinism, 
repeatability, and operational security of the laboratory — and can extend to radiated OTA 
configurations when needed. 

4. Strategic Outcomes and Operational Roadmap 
4.1 Maximizing Programmatic Efficiency and Operational Superiority 

The adoption of a mature RF HWIL framework delivers a dual advantage that 
directly impacts both program management and frontline effectiveness. By 
”shifting left”—identifying and resolving critical system integration defects in the 
laboratory—defence programs mitigate the exponential costs associated with 
late-stage rework. This early defect discovery ensures that high-value live-testing 
assets are utilized solely for performance confirmation, de-risking the entire 
acquisition lifecycle. 

Ultimately, this efficiency translates into operational superiority. HWIL enables 
the validation of tactical software against extreme ”edge cases” (missiles, 
including HGV and HCV, drone swarms, SEAD operations with combined use of 
SOJ and SIJ) that are too dangerous or logistically impossible to replicate in open-
air ranges. This exhaustive process ensures that mission systems are fully 
qualified for high-intensity environments, providing a decisive advantage in 
increasingly contested domains. 

 

4.2 Final Remarks and ELDES HWIL Solutions Roadmap 

The ongoing shift toward autonomous and cognitive mission systems requires a 
fundamental change in how we verify mission effectiveness. A robust, high-
fidelity HWIL validation framework is no longer an option but a strategic necessity 
for modern defence acquisition. ELDES stands as a specialized engineering 
partner, providing a comprehensive ecosystem of HWIL validation and life-cycle 
support platforms, namely: 

• E-RES (Radar Environment Simulator): A DRFM-based tool for radar 
assessment of maximum range, tracking accuracy, plot resolution, and ECCM 
performance against multi-scatter targets and complex environment. 

• E-PRS (Programmable Radar Simulator): An SDR-based architecture for 
ESM/ECM validation, emulating programmable threats (ground, airborne, 
shipborne, or missile seekers) with real-world ECCM logic. 
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• E-PSS Poseidon (Ground/Avionic): Specifically designed for Anti-Ship Missile 
Defence verification trials, providing static and dynamic seeker emulation in 
real environments to verify soft-kill effectiveness. 

• Training & Simulation: Integrated solutions utilizing E-PRS and E-RES for 
controlled personnel training and the development of new operational 
procedures within a secure HWIL environment.  

To provide a deeper understanding of these capabilities, each of these 
specialized architectures will be detailed individually in a series of upcoming 
white papers. 

 

Key takeaways 

▪ “Shifting left” defect discovery through RF HWIL eliminates the exponential cost of late -stage rework 
and reserves live assets exclusively for final mission confirmation.  

▪ RF HWIL enables exhaustive validation of edge cases — hypersonic vectors, drone swarms, combined 
SOJ/SIJ SEAD operations — that are logistically impossible or too dangerous to replicate on open-air 
ranges. 

▪ For modern defence acquisition programs, a mature RF HWIL framework is no longer optional 
infrastructure: it is a strategic necessity to ensure mission systems remain fully qualified in an evolving 
and unpredictable threat environment. 
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5. Appendix A — Glossary of Acronyms and Definitions 
 

ADC / DAC Analog-to-Digital Converter / Digital-to-Analog Converter. Front-end 
components that translate between the analog RF domain and the digital 
processing domain. 

 
AESA Active Electronically Scanned Array. A phased-array radar/antenna in which 

each element has its own transmit/receive module, enabling rapid, software-
controlled beam steering without mechanical movement. 

 
ASMD Anti-Ship Missile Defence. The suite of sensors, weapons, and 

countermeasures designed to detect, track, and defeat anti-ship missiles.  
 
DRFM Digital Radio Frequency Memory. A technology that digitizes, stores, and 

coherently re-transmits received RF signals with controlled modifications, 
enabling highly realistic simulation. 

 
ECCM Electronic Counter-Countermeasures. Techniques used by a radar or RF-

guided weapons (including RF Seeker) to maintain performance in the presence 
of electronic jamming or other adversarial interference. 

 
ECM Electronic Countermeasures. Active or passive measures (e.g., jamming, 

deception) employed by a platform to degrade the effectiveness of adversary 
radar or RF-guided weapons (including RF Seeker). 

 
EMSO Electromagnetic Spectrum Operations. The coordinated military activities to 

exploit, attack, protect, and manage the electromagnetic spectrum across radar, 
EW, and communications domains. 

 
E-PRS ELDES - Programmable Radar Simulator (ELDES product). An SDR-based 

HWIL platform for ESM/ECM validation. Emulates a wide range of ground, 
airborne, shipborne, and missile-seeker radar threats with full Tx/Rx capability 
and programmable ECCM logic. 

 
E-PSS / Poseidon ELDES - Programmable Seeker Simulator (ELDES product). A closed-loop 

HWIL system for ASMD verification that emulates anti-ship missile RF seekers. 
Available in shore-based or avionic POD configurations. 

 
E-RES ELDES - Radar Environment Simulator (ELDES product). A DRFM-based HWIL 

platform for radar validation. Generates multi-scatter targets, complex clutter, 
decoys, chaff, and a broad range of coherent and non-coherent jamming 
techniques at real RF frequencies. 

 
ESM Electronic Support Measures. Passive intercept and analysis of adversary RF 

emissions for situational awareness, threat library building, and cueing of active 
countermeasures. 

EW Electronic Warfare. The use of the electromagnetic spectrum to sense, protect, 
and attack. Encompasses ESM, ECM, and ECCM. 
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HCV Hypersonic Cruise Vehicle. A sustained-flight hypersonic weapon that uses 
aerodynamic lift.  

 
HGV Hypersonic Glide Vehicle. A boost-glide hypersonic weapon released from a 

ballistic trajectory.  
 
HWIL Hardware-in-the-Loop. A validation methodology in which the physical system 

under test is integrated into a real-time simulation environment so that its actual 
hardware, software and firmware are exercised rather than mathematical 
models. 

 
JEM Jet Engine Modulation. The characteristic micro-Doppler signature produced 

by the rotating compressor and turbine blades of a jet engine. 
 
LNA Low-Noise Amplifier. The first active stage of a radar or EW receiver front-end. 

Its noise figure and gain compression directly affect system sensitivity. 
 
M&S Modeling and Simulation. The use of mathematical models and computational 

tools to replicate system behavior.  
 
OTA Over-The-Air. A test coupling method in which RF signals are radiated and 

received through actual antennas (and possibly radomes or mast structures) 
rather than injected directly via coaxial connections. 

 
RCS Radar Cross Section. A measure of how detectable an object is by radar. 

Expressed in square metres (m²) or dBsm, it is a key parameter in target-echo 
modelling. 

 
RF Radio Frequency. Electromagnetic radiation in the frequency range used for 

radar, communications, and EW systems. 
 
SDR Software-Defined Radio. An RF architecture in which traditionally hardware-

implemented functions (modulation, filtering, frequency conversion) are 
performed in software on general-purpose or FPGA processors. 

 
SEAD Suppression of Enemy Air Defences. Combat operations to neutralize or 

degrade surface-based air defence systems. 
 
SIJ Stand-In Jammer. A jammer platform that operates within or close to the threat 

envelope to provide high-power electronic attack support. 
 
SOJ Stand-Off Jammer. A jammer platform that operates at a safe distance from 

threats to provide broad-area electronic attack support. 
 
 
SUT System Under Test. The physical hardware and embedded software and 

firmware being validated within the HWIL loop. 
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T&E Test and Evaluation. The formal process of testing a system to verify that it 
meets specified performance requirements and to evaluate its suitability for 
operational use. 

V&V Verification and Validation. Verification confirms the system was built 
correctly (meets specifications); Validation confirms the correct system was built 
(meets operational needs). 

 

 


